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Supply Chain Risk Management: Sustainable reduction of risk through risk analysis and 

evaluation as well as identification and implementation of appropriate measures

Supply 

Chain Risk 

Management

• SWOT analysis

• Expert interviews

• Scenario technique

• Internal/external data

• Cross-functional teams 

• Business continuity plan and 

crisis management concept

• Preventive measures

Source: von Pfuhlstein, Hans; Doctoral Thesis; ETH Zurich (2008)

https://www.research-collection.ethz.ch/handle/20.500.11850/150702
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The seven process steps of Supply Chain Risk Management
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• Run SWOT 

Analysis

• Workshops in 

cross-functional 

teams

• Use of checklists

• Internal/External 

expert interviews 

• 360-degree risk  

assessment

Risk

Identification

Long list of risks

Objective: 

Completeness

• Summarizing 

and structuring 

the risks

• Creation of 

scenarios

Risk

Classification

Consolidated 

overview of risks

• Sequential 

assessment of 

severity and 

frequency of 

occurrence by a 

larger number of 

individuals

• Calculation of 

mean value of 

both dimensions

• Compiling the 

risk matrix

Risk

Evaluation

As-is risk matrix

• Two to five 

available 

measures are 

identified to 

counter the 

greatest risks

Identification

of Measures

Long list 

of available

measures

• Evaluation and 

benchmarking of 

the available 

measures by 

calculating 

threshold 

probabilities 

(cost/benefit 

ratio)

• Selection of 

appropriate 

measures based 

on the total cost 

principle

Evaluation 

of Measures

Measures, 

proportional

to the risk

• Planning and 

implementation 

of measures 

within projects

• Definition of 

responsibilities / 

PMO

• Setting up a 

business 

continuity plan 

and a crisis 

management 

concept

Implementation

of measures

Project 

Portfolio

• Review of risks 

after 

implementation 

of the measures

• If necessary, 

initiation of 

further measures 

to further reduce 

risks

• Handover of risk 

management  

process 

responsibility

Risk Control

Established 

process 

anchored in the 

organization

1 2 3 4 5 6 7

Source: von Pfuhlstein, Hans; Doctoral Thesis; ETH Zurich (2008)

https://www.research-collection.ethz.ch/handle/20.500.11850/150702
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highlow Level of Risk Prevention

low

C
o
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t

high

Objective is to reduce the total cost

Cost of Risk Prevention Measures 

(Safety stocks, insurances etc.)

Anticipated 

Loss (1)

Total Cost

Optimum

(1) Anticipated loss = Probability of occurrence  Loss if risk occurs

Illustrative

Source: von Pfuhlstein, Hans; Doctoral Thesis; ETH Zurich (2008)

https://www.research-collection.ethz.ch/handle/20.500.11850/150702
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Identification of measures

Following the development of the risk matrix, several optional measures are identified for 

each of the top risks – causes and effects can be influenced
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n  1/ 5 years

n  1/ 10 years

n  1/ 30 years

n  1/ 100 years

n > 1/ 100 years 

n  1/ years

Loss if risk occurs 

Loss [L] in USD

L  X1 X1  L  X2 X4  L  X5 L  X5X2  L  X3 X3  L  X4

Insure / TransferAccept

ReduceBuild up 

Reserves 

/Flexibility

Impact-

related 

measures
Cause-

related 

measures

Source: von Pfuhlstein, Hans; Doctoral Thesis; ETH Zurich (2008)

https://www.research-collection.ethz.ch/handle/20.500.11850/150702

